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Introduction

=3}

The Tianjin Juilliard School (“the School”) creates and manages sensitive

and confidential information that must be protected. To that end, the
Information Security and Governance

Policy (“the Policy”) specifies permissible information management practices
that align with the School’s tolerance for risk.

REFFLZE (A TH 2R ) CIZNEELAZIRPVBREINBES. B
b, EREEREEBR (UTHEX ) AET SXREXREAZEIE-—BNZF
EREERK,

Specifically, it governs (a) the management of confidential or sensitive
information, including any information, whatever its forms, that is not in the
public domain and that must be protected from any inappropriate or
unauthorized disclosure or use which could potentially adversely affect the
operation and reputation of the School (“School information”) and (b) the use
of devices that store, process or provide access to School information (“School
devices”). Anyone who studies at or is employed by the School (“School
personnel”) including third parties and uses Tianjin Juilliard School information
resources must abide by the Policy.

BHAME , ABRKER (a) IBHHBEE , SFEARN, TETLHAEUR
—HERFHRRERNBEBREAFNEZREZEREEERAENE , Rtk 42005
RIFWERS (ATHZERER ). (b) X7, LEFRAFKEERIFENRE
HEM ("“FRiRE) . EAEFREZINZETZER (EHNEREAR, 2FF
=FHEA ) AMERRERFALZRERRRNARBIETARE,

Information Security Principles

BRRERN

The Tianjin Juilliard School Information Security Principles are set forth below.
They reflect the School’s commitment to protecting School information. These
eight principles represent the foundation for the provisions in the Policy as well
as the performance specifications in the School’s technology standards.
Privilege to access School information and School devices is contingent upon an
unconditional acceptance of these Principles and their incorporation into day-
to-day information management practices.

REFFLZHREERZLFEMNMT, EMNRRTZEXNRPZHEEENEE, X/\AM
RN REEAENELM , URFHRERIENRANTE, REZFHRZRESMER
BRNERT TR EZIZXERNFFEAABEFEEEEXK,



Every School personnel, including student, faculty, or staff member and any third
parties working at the School or using School information resources must
always do the following:

SUZERAR , BEFE, BTTITBRARAUREFRETFIEAZRERRR
BV 5E = 5 AR LT A TR E -

1. Protect the confidentiality and integrity of School information at all times

BARFZRERNEM R TEMY

2. Exercise professionalism, good judgment and discretion in managing School
Information and when using School devices, and be cognizant of the fact
that any information we create or action we take may be subject to public
scrutiny

EERFRESNEAFRREZN , NEFTILEE, RENUKHFEER
R, FARBRAN AT ROEAE RS E AT R ATEZ R AR E

3. Comply with all School security policies and standards, and never
attempt to subvert, circumvent or otherwise impede controls

BTERMAREEERNNE , TEAREE, ABmUEits KRR
el

4. Only use School information for School-related purposes and only use
School devices in a secure manner

RZEREEATEZREMAXEN , FRRREZLFXNEARAZRRE

5. Never attempt to review, use or disseminate School information or gain
access to School devices beyond what is necessary to perform required
business activities

U AEBHPTARLSEILENTRLT , HERE, FRASEEZEREE
ERBSFRIREM TR

6. Only retain School information within approved information repositories

REHENEEFEERREZRES

7. Accept that School information will be retained only for as long as
necessary for business purposes

NEEZERESFRELSFENRE

8. Immediately report any unauthorized disclosure of School information or
the loss or potential compromise of School devices to the Information
Technology (IT) Department or the General Counsel



MHPEAAZENMBEXRESNFRRFZIRNEEZRITEN , NG
FERER (IT) &BIFEFEERE

Information Security Governance

FEERERE

A. Compliance with the Policy

BFBUR

The Policy represents the definitive and authoritative reference on School
information management and School device usage. All individuals
authorized to access School information and/or School devices including
affiliated third parties must agree to comply with the Policy at all times.
Furthermore, School personnel and affiliated third parties must always
comply with IT Department directives. Questions or concerns about the
Policy should be directed to the Information Technology (IT) Department
or the General Counsel.

AERNZRESEENRZEAEINE L, ARG EZERESEM/H
FRRBENIMA (BEWEE=7 ) LARBEHRLETFABK. I, ZHREA
RAMMEE =7 LR LETITEIINES. MEXTERERTEERREE
B, NEEFRREERA (IT) BISESFEE

Note that the Policy specifies the minimum requirements necessary to
adequately protect School information. Additional requirements may be
specified in an agreement between the School and a third party if, for
example, the scope of the third-party agreement includes potential
exposure to confidential health information or other form of controlled
information. School personnel must coordinate with the General Counsel
prior to entering into such agreements.

IR, ABRAET RORPEREEMENREER, Hl, MRE=5H
BCERSREENZRECEIHMEAZRER DW'JEIE%FJL'%%EEZ
EH R EMIMER, EXTHRDVZE , FRARBASES B
i,

Information Security Controls, Standards and Testing

FEEREEH. FRERNE

The School utilizes numerous procedures, processes and technologies to
protect School information (“Controls”). These Controls are necessary to
address information security threats that are constantly evolving. In
some cases, Control specifications have been developed by the



Information Technology (IT) Department, and these specifications are
reflected in technology standards that align with the Policy.

FHRAMAZHRE. BEFNEARBERIFFERER ("EHER") . XLiEH
BRNTRENTEENEERERDRLGEN, ERERBRT , £HHEH
FEEER (IT) ZIBE , ARAASHE —BRIEARIREF,

The IT Department also uses methods and technologies to monitor the IT
environment for both security and technology performance. No attempt
should ever be made to hide, obfuscate or otherwise defeat such
monitoring.

ITERITEEA B EMRARERITHREN RS EMBEAR TR, THEAERER. B
AESAEAM T X TR G,

The School also periodically conducts tests designed to assess the viability
of its defenses as well as the School’s security preparedness. School
personnel will not necessarily be aware of these tests and may be
required to undergo additional security training based on test results.

A, FRAEERRTMNE , SUHEEBEAERTITHEARFRZEERZRE
Mo FHRRARFT—EFREMXNR , JEEERBENAEREZF N LT
o

Use of a password is a security control chosen by IT users and is critical
to protecting School information. Minimum standards exist for password
complexity but IT users are encouraged to exceed those standards. A
password for a Tianjin Juilliard School device should never be shared nor
publicly displayed.

FEAZBERITEAZEENZ2ES , N TRPZREERZLENEXEE,
NEBEFRMRERENE , BEITRAPBEIMEXRE KZRFL FHRIR

%»Xﬂ EE."T ?/\?-_E/lk\a:‘:lu&/-ﬁo

Exceptions to the Policy

BIAEIR

The Legal Counsel in partnership with the IT Department oversees
information security governance at the School. Their mandate is to
facilitate the School’s mission and objectives while ensuring School
information is protected.

EEEUESEREAREHE  KEXRELLS., NN ESRERZERAE
WM BAREK , BRBRERES SR

]]II



In addition, these entities are responsible for developing, communicating
and updating the Policy based on the assessed information security risks
to The School. They also adjudicate information management issues with
security implications. Exceptions to the Policy may be granted for
compelling business reasons and with due consideration for the broader
risks to the School. The General Counsel or its proxy is the only entity at
Tianjin Juilliard School that is authorized to grant such exceptions.

s, ERARRBARBEAITEZREERERRFIE, FENEHRK
R, MNERSREZLRABNELERSHEHRTHM, MATAGRALSESE
B, AEHERIZEEBHENZHRE |, ATseft A ZBERNBISNME
Mo E55 BESREAE AN KETF 2 b ME — AU AL SR B S B SR

Information Security Policy Enforcement

(EEEE= e N

School personnel or anyone operating under the direction of the School
who willfully disobey the Policy or intentionally subvert and/or
repeatedly disregard Controls are subject to discipline to include
suspension or dismissal.

FRIFAAREZRES TIITTENEMAAR , IEHEERBRIHE
WAN/HZRTEMEHITH , RRILELSD , BEERIATTER.

Iv. School Information Management

F¥RELEE

A.

Introduction

TR

All individuals with privilege to access physical or electronic documents
containing School information (“School documents”) must ensure that all
electronic or physical copies of such documents in their possession are
securely managed from creation to destruction. Sections B-E below
specify the security requirements for managing School documents across
the information lifecycle.

AENGREEERELERAB TN (“FHRXH" ) WABENASTBHRE
FAAANLRXFNARE FRAERB AN ZIHERBEILLEE, TX
B-EEf 2 FHULA T BEEELERAREEZFRIENEEER,

Information Creation and Reproduction

SEelEREH



The creation or reproduction of a School documents immediately
triggers security requirements that persist throughout the life of that
document. An omnipresent security requirement is that a School
documents may only be viewed by those individuals with a legitimate
business requirement to access the information contained therein.

ERNEHFERXEFLNMARFEXEBEN EGANNREER, BEAFEN
ZL2ERR , FEXHRAEBHASRLSERNNMIAES , LTREHPEENE
&

/Bro

Every reasonable effort should be made to minimize the creation and
reproduction of School documents and thereby reduce the potential for
information loss. Note that forwarding an electronic document via e-
mail or other information transfer mechanism creates additional copies
of that document. Therefore, it is incumbent upon individuals sending or
forwarding electronic documents containing School information to
ensure that every recipient is authorized to review the information
contained therein.

BR—{IEEZHRERVIENMEHZBR XM , NTREESRZRATREM, FiE
B, BE R T4 EMEEA RIS EREF R BZENINER, ®
t, REFERDEFRELLEF AN MAETREBREMEBEDRRNES
HpEasnEs.

Copies of School documents such as PowerPoint presentations disseminated
at meetings should be collected immediately after the meeting and stored
securely or destroyed. School information written on white boards should be
erased immediately following the conclusion of the meeting and prior to
vacating conference rooms in which that information is displayed. School
documents should be expeditiously removed from printer trays and copier
platens, and printing privileges for specific printers should be segregated
according to business function and a specific individual’s access privileges.

2WERE , NUWEZREXHEIE , mEL2 LD KHPowerPointE R iR
g HIERERHEHZR, EEANERFEEBEAWNEZH , NIAKEEEARL
WERELS. RMIEMNTEEZMNE NV ENAR BT 2R |, S EITENVLAT
ENAX BR B7 AR 42 b 55 Th BE R 45 B A A B9 17 [R A PR 3# 1T X 99

Information Storage and Retention

EEEEREE

Once a School document is created or reproduced all copies must be
stored in an IT approved information repository. School documents
that are stored in electronic repositories must be appropriately



segregated or obfuscated (i.e., encrypted) or otherwise managed
using appropriate physical and/or electronic security controls so that
individuals are only allowed to view those documents for which they
have permission.

—BOIERNERERNYS  ERIAXTNEHEITHENERFREES. LANF
FEERFEEEFNZER AR TEL D BREMLE (BINE ) | SERELSE
HH/REFLRLBEHTEE , LRIEDMAREEEMINENERTN X,

All School documents and electronic media containing School
information should be physically secured. Specifically, and whenever
possible and practical, School documents and electronic media
containing School information should be stored in locked environments,
and strict control of keys and lock combinations maintained. Ideally
access to rooms or areas storing documents containing School
information should be managed via the School’s electronic access
control system. As always, deployment of Controls should be based on
the assessed risk.

FEEEZ2REENXAMEFREABNZRR. BAMS , ETRERMAIT
HERT , FEXHNMIEZREENBFHEANFRE LMNES |, 7K
EHARNBLEH, BEBRT , NEXF¥REFHREFRGEEF#ES
FRESXANEEHXE, BRE—# , NETATERKITES.

School documents should not be left unattended for extended periods of
time. School personnel are encouraged to maintain a neat workspace
and thereby assist in maintaining a secure environment. School
documents should only be retained for as long as necessary to facilitate
School business.

FHRXHTNKPTAETE. ZMFRITFEARRSEENTERE , NTHE
B4EFRENIE, RNNRELSFFRE R REF R,

Information Transport and Transmission

FEREaRAE

A School representative must control School documents when these are
transported outside of the School. School documents that are hand
carried must never be made visible to the public and should be
transported inside a secure container whenever possible and practical.

FERXHZHERINM | FERARBIAT AR, B EH N Z B4R
BE A AREE , NETREMATIFERARERRPHITEH.

School documents sent by courier should be tracked and signed for by



the intended recipient. Tamper-proof containers should be considered
when such documents are physically transported. School documents that
are transmitted via the Internet should only be sent to individuals
authorized to view that document. School documents should be
password-protected and/or file encryption implemented if possible and
practical.

RINT BRI B S B A TR IR R A, EERLRY
Hat | NERERHRREE, B ERMAHN 2R R SR ENE
BRI, RN 24 KA BB R/ NE ( MR ATAEN T
o)

The General Counsel must be notified immediately if a School document is
lost or mistakenly sent to an individual or entity not authorized to view that
document.

MRFBR XA ERTHIRFHE AL REBRNERT LN AIKE, N4
M ENERES B,

Information Disposal and Destruction
EBEAIER 8%

School documents must be disposed of in an effective manner. School
documents destroyed on-site (i.e., within Tianjin Juilliard School
premises) ideally should be shredded using a cross-cut shredder. School
documents should never be disposed of in ordinary trash containers.
School personnel should understand how a School document will be
destroyed before discarding that document. When deleting a School
document in an electronic form, make sure the document has been
deleted in hard drive permanently; in particular, dropping a document
into the recycle bin of devices (e.g., laptops) does not delete the
document permanently but only remove the file from desktop or delete
the virtual pathway to it.

BTN BRF B F TR, TIZHERNFB XA ( AERFBLRFL A%
N ) RIFEAEDNBRENRE, RTEEAETELRBLEZR M. bk
THEAREEFRFRXMHZAA T #MAHRZH. MEREFEANFRX
e, FRRZXEHEEREPHKAMER ; LEFEIZNR , FXHEEA
RE (MEEAEN ) EKIEFHFRSKAMBREZIE , MRASNRE LR
BR 12 3T S R 4 6] 12 34 BY RE £ELBE 4%

Computer hard drives, portable hard drives and portable memory
devices should be electronically wiped or otherwise rendered
permanently disabled by the IT Department prior to disposal.



TENER, EEARENEEXNFEIRE NELE S HITEDI#1T B FHKER
RS R EEKA KK

. Copyrighted Material
R AR AR 4P 1 %4

IT users must abide by all applicable copyright laws and licensing. Tianjin
Juilliard School reserves the right to decline to legally defend any
member of faculty, staff or student named in a lawsuit arising out of an
alleged copyright infringement, and the School may refuse to pay any
damages awarded by a court of law against such persons.

TR P 208 F P A ERRPUCEN T AT, RIREFMT FRARIEL N RS RE
LEENMEREIFDNHIT, TRARRFERITEERT , ATELXN
ERERERARZNNEMRERE,

Handling Confidential/Sensitive Information or Personally Identifying
Information Confidential/sensitive information or personally identifying
information (PIl) must be handled differently than other forms of
information. Pll is any data that could potentially identify a specific
individual or reflect the individual's activities. Any information that can
be used to distinguish one person from another and can be used to de-
anonymize anonymous data can be considered PII.

LB Z/BBEEHN AR DR EENZBRAERI T ANRBER
(PIl) ZAELHBHMEANERTE. PINEBIRBSEMFERBRME
EHVEARE. EATUARED —PMAMNE—PA , ATHTRERH
REEERCHNEREALUBEEMEPIL

Notable examples of such information include but are not limited to the
following:

HWEEENHARTIFERRTUATEM :
e Social Security Account Number
HRKF S
e Personal address
N Ak
e Date of birth
H4E B
e Passport number
RS
e Chinese National ID number

TEEREHIESH



e Financial account number

W5 K518

e Credit cardnumber
RITFSHE

e Cell/mobile number
FHSB

H. Such information needs to be protected so that only individuals
authorized to view that information can access it. Therefore, anyone
who is in possession of documents containing Pll and such documents
must be retained for business purposes should store the document in a
folder or location that has the appropriate security controls, e.g.,
password protected and restricted. Note that for transmitting
confidential/sensitive information and PIl via email users should use the
email encryption feature that is available in Office 365.

RIS BL2RAE BHATHRY , MRIERABHENEETAXREERNIATRETR. Hit,
HTR2ER , FAABEFNHEREFEELIXNMEXF , MR XHRE, FiF
=, BB A P RLAE A Office 36 5HB 44 1N %3 Th BE % AL 22 /RS B R Pl

If the document contains PIl and retention is not required for business
purposes or compliance with mandatory legal requirements the
document must be permanently deleted as soon as possible and
practical. Please note that permanent deletion requires the user to
empty the recycle bin. Any questions regarding creating such folders or
deleting Pll should be directed to the Service Desk at helpdesk-
it@TianjinJuilliard.onmicrosoft.com

Please see the Tianjin Juilliard School Security Policy for
requirements in handling physical documents containing
confidential or sensitive information or PII.

WXHEEPI, BRFHT LS BENSETREFEMERER‘ITRE ,
M AFRIRK AR Z . EEE , KABBREEZAFFZEER,
AR IR IR 4R MBRPIR EE |, BEERRRSAS
helpdesk-it@Tianjinduilliard.onmicrosoft.com
BEXLEIENBHIBRESIPIAFNHNER , FSH (REEKRF
TERREEBER) -

. Web Forms and Surveys

WebZR 1A

Web forms and surveys are on-line forms that allow recipients to fill in


mailto:helpdesk-it@TianjinJuilliard.onmicrosoft.com
mailto:helpdesk-it@TianjinJuilliard.onmicrosoft.com

information per the request of the sender. Such forms are powerful
information gathering tools but also carry enhanced risk if the
information being entered is confidential, sensitive and/or contains
personally identifying information (see Section G above). In addition, the
School maintains standards to protect its brand, so forms that originate
from Juilliard but deviate from established standards can cause
reputational harm.

WebREMPENELRE , ATBRERFEREEBEREEBRFR. XKL
NUEBEANEERETE  BURAANEENE, BREN/HITEN AR
FEE (AEXGET) , MK thEM, i, FREFHERREARPE
mhg , RItRERFALEREREMENRETEIERFERE,

Therefore, individuals wishing to create and send customized Web forms
or surveys that meet one or more of the following criteria must submit a
ticket to the Juilliard Service Desk (helpdesk-
it@TianjinJuilliard.onmicrosoft.com) prior to creating and disseminating
such forms:

Hitt , BERBMEBEHRAT — MRS MrEEFWebREFHFE N AL
MR EBNERBILRRE 28], AFRFALIRS &R —KEHE(helpdesk-

it@TianjinJuilliard.onmicrosoft.com):

The form contains confidential, sensitive or personally identifying
information as
noted in Section Gabove.

ZREGENE. BEINMNARIEER , 0 LEXGHD AR
e The form contains Tianjin Juilliard School-affiliated personnel

names, email addresses, phone numbers or any personal
information specific to such individuals.

ZREGEREFFALFRAMBEAR SR, BFiffFibit, BES
BEEASHEARBRIDPAE R

e The form is posted to a Tianjin Juilliard School website, applications or
other platforms.
BREAMEREENTZREMY, FERNEREMEEKRE,

* The form is disseminated from a Tianjin Juilliard School email address.
ZRE BN RBLEFL Z BTk 4tk &Zix

e The form does not conform to Tianjin Juilliard School branding
standards as
determined by the Tianjin Juilliard School Communications
Department.

ZREPHFERFERFAL B mEARE | % m b H KRR F I 2B 175
/j&L-Eo



Once the Service Desk ticket has been opened an IT Department
representative will contact the requestor to obtain more information and
coordinate the form development effort. In cases where one or more of
the above criteria are met, only the IT Department is allowed to create
the customized Web form using a Tianjin Juilliard School-approved
application. In addition, IT will determine the appropriate hosting
solution.

—BRFEAEREHRER , ITHIRREFRRERERNESFERAMDERETT
RITHE, MBBELR-DRSNRME  WABITER AT LAERA RIEFRFL 2
BHENNAREFEIEZBE X WebRE, AL | ITHTEFRAESENRER
RITER.

V. School Device Administration and Governance

FhRizEEE

A. Approvals

iid):3

IT Department approval is required prior to installing
software/applications on School devices or when connecting any
device to the School IT network. Only IT Department- approved
equipment and methods may be used to create, store, process and/or
transmit School information. (Also reference to our laptop agreement
for TJS document for specific details)

EEBRRE LZRERG/NARFIFEMRBERIZRITMER , FRREITE
M, RETEMHENRENG EZLTHRATEIE, 76, LEN/SERFE
RiER. (EEATESERRZRALZFEICRN B )

School devices may never be lent to individuals other than those
explicitly authorized to possess and operate such devices. Upon ending
employment at or otherwise leaving from (e.g., graduation) The Tianjin
Juilliard School, personnel must promptly return all non-personally
owned IT equipment to a Human Resources or IT Department
representative.

TERFRELRE\ARNAENRELIRENNIA. ERZEEFAL
FhRERBAXKRJSAEMSNEF (Hl, il ) 5, B ARSI
BB EN AR B RNITIRBIAIELE A D FIREBHITH LK.

B. Electronic AccessPrivileges

417 R 454X



An individual should only request, accept and/or be granted electronic
access privileges that are necessary to perform his or her designated
business function. Electronic access to a School device is contingent
upon the successful completion of a School or School- equivalent
background investigation. Thereafter, School personnel and third parties
must remain in good standing, comply with all School policies and
standards and demonstrate a legitimate and ongoing business need to
access the information contained within the specific School device(s)
being accessed.

PMARNER, BEZN/FIERTETEEELSREMENELLREN. &
LIERZRERBRTRITERERERZEREFERFE, 5, FREARN
BZAMARBRFEE , ETERAMABRENGE , HIEAR T E&EMFE
WEERLRBEZRRETAEERS

Electronic access to School devices always requires authentication of
identity using a password or passphrase. Rules on password complexity
must comply with applicable Tianjin Juilliard standards. Note that
password complexity can vary depending on the device type or user
access privileges (e.g., domain administrator, local administrator, and
user).

TRZERRBEAFECFABTDRIOTHTESHRIE, FHBERMENN BTG
BEANKREFALI A, FIE  BFEERMTREREEESAFHRER
R (HINBEER, AXEERAMAS ) MR

For specific School devices enhanced authentication may be required
in the form of two-factors (i.e., “something you know and something
you possess”) based on the assessed likelihood, vulnerability or
impact of information loss.

HFHENFREE  REFHEEEEXATaME, RSP, To
FZENANEE (D EAENFENEAENEE" ) #TRBAE.

Passwords must be protected at all times and should never be
shared or shown to another individual. Passwords and passphrases
must be changed periodically in accordance with stated
requirements.

BEWBLMBLZIRY , TEEMARZEREREMA. BARBEAEN
BEREHEREBANOS,

No attempt should ever be made to bypass, disrupt or otherwise
subvert the use of passwords or any other authentication method



used to access School devices.

Furthermore, no one is ever permitted to access devices or information
for which they do not have authorization and no attempt should ever be
made to circumvent or reduce the effectiveness of security controls used
to protect a device or information. Knowingly accepting information that
has been harvested or accessed illegally is not permitted and is subject to
discipline.

FERELET . R L A5 SRR 65 B ST EL A P F 1 ) 3B
RENFHRIESE. A, FAABFEBHEREENNVRERER ,
AR BEHEMNERBREATRFPRZFIAEENRLEFNR D, BUERE
BEZEERBNES , WEERNFZ RS .

Physical Access Privileges
SKER 1 ] 454X

Individuals should only request, accept and/or be granted physical access
privileges that are necessary to perform his or her designated business
function. As with electronic access privileges, physical access to School
devices or areas that house enterprise IT equipment (e.g., server rooms,
technology closets) is contingent upon the successful completion of a
Tianjin Juilliard or TJS-equivalent background investigation. Thereafter,
School personnel and third parties must remain in good standing, comply
with School Policies and standards, and demonstrate a legitimate and
ongoing business need to access the information contained within the
specific School device(s) being accessed.

MARRER, EZN/ZER TFHTHEELSREMENXRTRNR, 5%
KRR NERRFHEWITREAEXSE (MRFH[E, HARE ) 9K
FRARIBURT RER D TR REFFALFER R ELXFNLEFERAE, E, %
RARME=ZFLARBRIFEE , EFFHRBENINE , FIEAHTEENEE
UEHFEFRREZRREFITENEE

Physical entry into space containing IT network equipment (e.g.,
switches, routers, and/or central storage/memory) is restricted to
authorized individuals as determined by the IT Department.

REITEI TR ATUKREGRHRISEITRERE (MR, HRARN/HPRE
fi&/N1F ) NZEiE,

School personnel or affiliated third parties who have not successfully
passed a School or School-equivalent background investigation must be
closely monitored and ideally escorted by a School employee when
physically inside space containing IT network equipment or when inside



VI.

telephone closets.
KEPBERFRAFEAEFERAENZRITEAARMBEE = A HLAZIE
7 ERITNERENZRANREBFRNN , ZFAFRER TREE.

A School device may sometimes be restricted to a particular sub-network
which links to specific physical ports. School personnel are prohibited
from connecting School devices to ports other than those specified for
that device as determined by the IT Department.

FREZENATRERAIEEZEIFENERONBETFND, ZRAZTHEE
Brig &8 EITHMNBHENRBEER A AANKD,

Questions about physical security controls applied to School
devices or other information assets should be directed to the IT
Department.

MENATFEZEREZRHEMEE A=W REREZEEHMEXAE , MEKRITEI .

Information Technology Acceptable Use

AEZEEREARER

A. The Internet

BHEW

School personnel and third parties are always expected to exercise good
judgment and proper decorum on the aspects of law, culture and humanism
when accessing web sites via School devices. Any user’s behavior via School IT
network must abide by the RPC law at least. For example, accessing sites that
publish sexually explicit content is not permitted. Note that the School monitors
all communications to and from the IT network. Anyone using the School-
supplied devices or School IT network shall have no expectation of privacy.

FHRARME=ZFEBIZFRRZFEMIEN | NRLHEER, MELMAXENFE
R RFHM DB LN, EABIZRITRERENATITH , BDAEDETIZ
BERRAMAZE, Sl , FTATHRAMEERRNMNIE, HIER , FREXIAEERIT
MEH#THBERDNER, FRAZREENRZBIFZRITHMENEMARTLHER
Eal b N

Streaming content via devices on the School IT network can place strains on
available bandwidth and thereby limit overall network performance. Access to
such sites via the School IT network may be restricted based on business
requirements, the time-of-day and/or local IT network conditions.

BYERAZRITRNENRZEARAABT N AT RERED , i BRHIE &R 4%
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Employees are expected to focus on work-related efforts during business hours.

EANEIERERNZTIETEIEMXNIE,

Webmail or web-based email is any e-mail client implemented as a web
application running on a web server. Webmail is accessed on the Internet
through a web browser, while client-based email is accessed through a desktop
program (e.g., Outlook). Examples of webmail providers include AOL Mail, and
Yahoo! Mail etc. Accessing personal accounts via webmail is allowed, but as
always students, faculty and staff are expected to demonstrate appropriate
behavior and exercise good judgment when accessing webmail from the Tianjin
Juilliard School network.

MEER G RE T MK B FEEREMTRS SR LEZTHENRNTEAREFZINNE
ABFEYE FFhim,. MEHMEBESMITNKREERENLEHEERE , METEFRES
FERENEE REFRZF ( WOutlook ) TAE], MR 4F4E R RIEEAOL MailflYahoo !
%, Jbﬁﬁn;ﬂﬂw%ﬁﬁﬁrﬂ/\wbﬁ BEAE—# 6 24 HHMTHAR
T ROR G R 5 B ) 48 175 (5] P 48 R 44 B 2 R B0 L 48 1T 0 R R A7 1B 1 o

. E-Mail, Text/SMS Messages and Instant Messaging (IM)
w4, FHEEREHES

E-mail promotes communication but also carries significant risks of
unauthorized disclosure of School information. For example, the "Auto
Complete" function enables rapid identification of e-mail recipients but
also facilitates transmissions to unintended parties. Clicking on
embedded links that connect to malicious web sites is a common mode
of attack used by malware.

BB FHATUKIER , B AT REEREZRIEENERNLK,
flan | “Bzh SR ThEE I BAPRIRIR Bl 68 F R AU A |, 1B th AT REIT IR R i 4R
3"5?'51%%)50 ;\\EL:I E IJ/L.\,._, ijMﬁliEE/h\nEA#F%}ﬁmlia-:lﬁ_to

Notwithstanding these vulnerabilities, business requirements mandate
the use of e-mail and other common modes of electronic
communication. These vulnerabilities mandate hyper-vigilance by IT
users when creating and sending emails, text/Short Message Service
(SMS) messages and Instant Messages (IMs).

REFERYERE , BHTUSER , MABRREABFER4NEEILLY
FBEAN. XERFERITHFEIZNAILAEFHBH, IS (SMS)
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The following are practices expected of The Tianjin Juilliard School IT
users to reduce the risk of information loss and information leakage:

UTRREBFFLZRITAFR AREEEEXRNESMEXRKR AT RIS
e Never connect to untrusted network or click on embedded links or
attachments in communications from un-trusted sources such as
unknown e-mail addresses.

P NEZEINTFZEENME , HEERBARAE FERH b FFER
HYIEE PRV ER A BEIE SR

Always check the “To” and “Copy Count (CC)” lines in the
communication header before sending. Best practice is to
compose the body of the message and insert the recipient’s
address before sending.

FOERT , BRARBRERSPH WAL MBI (CC) "7, REM
TERIE R IEHR A 2 BT R BB IE SCH 7 A A At

e Use embedded links to facilitate access to documents rather than
attachments whenever possible.
R BE5E A R A 8452 T 3F B 4 SR BB B 15 1) 3T A5

e Always scrutinize communications for information that might be
embarrassing or otherwise harmful to the reputation of the
sender and/or Juilliard especially if taken out of context. A simple
litmus test for the appropriate content is to imagine the impact of
that communication being published on the front page of a major
news publication.

BATARERBE T TRERLA KIAFEN/H IR E K BRHEIRE
ENEER , LEREHMERNNERLT. HDE@MWQ%E‘T&.%! ,
AUBRHEERTEMNEHRYE TR KRG ARLBETRNE
M.

e Never transmit a message containing sensitive or confidential
School information to individuals or accounts of individuals not
unauthorized to view that information.
TENEFEREBRINBENBNEEREARERNERTZERN
PMABEN AT

e Ensure that you intend to send a message outside the Tianjin
Juilliard School network before you send it. Once it leaves the
Tianjin Juilliard School network it is no longer under Tianjin
Juilliard’s control and the School cannot be held responsible for

the consequences resulting from sending or forwarding email to
intended or unintended recipients.
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e Approved file sharing solutions should be used to transfer
confidential or sensitive School information whenever possible
and practical. Faxing is less secure than a secure file sharing
solution, but it is more secure than e-mail. Questions regarding
the security of a particular mode of communication should be
directed to the IT Department prior to its use.

EARMATERT , NMEAZHENNHRERRAREHIER
BRZRER. RENZLEETNZENXHHRAERRER , Bt
BFHHERE, ARXBEREAXNREMNAE , NECANEN
ITEBI T,

e Perform routine “housecleaning” on mailboxes. The School
imposes a limit on mailbox size and exceeding that limit will
result in the user not being able to send or receive email.

XYERRERE T HIT REBR . FERBRS T HRFEA D , BE XA REIFSHA
PR TR ROE SR W R F R Ao

e Be aware of your surroundings when sharing, sending or faxing
School information.

DE, REFEEZRERN , HEXEABRNE.

c. Facsimile Machines, Printers, Scanners and Photocopiers

ZEHL. TN, SEMUREDH

Facsimile machines, printers, scanners and photocopiers (“office
machines”) are networked devices just like computers. These also have
vulnerabilities that are inherent to their set-up, maintenance, and usage.
Office machines are increasingly sophisticated and possess enhanced
storage capacity.

ZEH. TN, SHEAMEDH (DL ) SHEN—HBREKMIR
&, BEMNWRE, 4P NERALFEERRE, POVSEREER , FHER
B hERE A,

Therefore, office machines can be used to launch attacks, store
unauthorized data, retrieve School documents, and print offensive or
unauthorized material. Office machines are often shared by multiple



individuals and are focal points of risk both in terms of storing significant
School information in memory and creating printed material that is not
under a specific individual’s physical control. For all the above reasons,
only approved office machines are allowed to be connected to the
Juilliard IT network. When using office machines, School personnel must
ensure information is picked up from the office machines by using their
ID card. Remote IT Network Access IT users connecting to the School
network who are physically located outside School space carry enhanced
risk of information loss. For example, School information on a computer
screen might be visible to individuals not authorized to view that
information. School devices that connect to the Internet via Wi-Fi “hot
spots” are susceptible to sniffing and man-in-the-middle attacks.

Rt , BRVBRTAAREI RS , FERARERNOBE , RRFBEIXHF , 2
RITMNBERHRERDIM B, PRNBEEFHRSARE  TRREAEFE
HEEXRESERFERIZRHEN AKRZHNITONME  BRXRER.
ET LA BRRE , RABWAEN D LS T TEEFIRFATL ITRE, EH
N |, FRIFEARSBTBRERSDENDTLUHLRIES. &F
ITR G REEFZEMNENITHS , KR TERZERZN , BNTERE
KRB, Hlm , TENEF LN ZRES TR REENERTZEENITAT
o, BRWI-FI'RAQUERIEBRENNZRRERSZIREMPREAKRS,

Users connecting to the School network can inadvertently forget to log off
or leave their machine unattended for extended periods thereby enabling
unauthorized individuals to access the School network if they have
physical access to the computer.

EEINZEMENASARL2TERTICEHHEHITENRSRERLTETA
BERDS , NMIERERRNWN ABEB U5 R ZBEM 4 (20/5 & A LAKER 5 W
TE) .

Remote network access solution facilitates secure access to internal
Tianjin Juilliard IT resources from computers external to the network.
The School utilizes a solution to implement remote access: Cisco
AnyConnect.

ERMEEARRAREYTEIMENIBITEN RS HR R IZEFL A
EITHER. FhFA—NMERAREREIIZBETHE : Cisco AnyConnect.

IT users should be aware that the School monitors Internet access during
the Cisco AnyConnect sessions, and on-line behavior must always comply
with the Policy and applicable laws. Access to computer resources and/or
information available through or displayed via the Cisco AnyConnect is
restricted to School personnel and appropriate third parties.
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Note that a Cisco AnyConnect session is electronically equivalent to
being inside the School network. If the computer connecting to the
network is compromised, the entire Tianjin Juilliard School network is at
risk. Therefore, whenever possible and practical, individuals should use
School supplied IT equipment to access the internal network via Cisco
AnyConnect since these devices are managed by the IT Department.

EXE , #£HCisco AnyConnectBFF 2 WEER FHEAZBREME, NRIEZEEIM
FZWITENERHIR , BNRKEERFAL FHRMNEEHFLE TRz, Bt , A8
MATERT , NARER IR AMNITIZEZ BN Cisco AnyConnectif & A% M
%, EEHITH IAREE,

The following are security requirements when remotely accessing the
School’s IT
network:

UTAZRRBFEZRITRNENNLZLER

e Never leave a computer or School device unattended for
extended periods while logged into the School network.

BRFEMEN , 2L TTENREZRREKNBLEATE,
e Never allow unauthorized individuals to use a computer or
School device while logged into the School network.

FRIMAEREENBRT , FEEARERRZZEAW
o

e Never allow unauthorized individuals to view School
information that appears on a computer monitor screen.

BEARTREBDNMAEZETHAEZHENE RERELNZFR
B,

e Ensure remotely printed material containing School
information is protected at all times.

BRIEFHREBNZRITEMBBRLZ IR,
e Log off immediately after concluding a remote session.

GREEXERMELEH,

D. Wireless Technology (Wi-Fi)
TE&EAR (Wi-Fi)
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The Tianjin Juilliard School Wi-Fi Domains
FIBERFI 2 e o4k B 15

Wi-Fi technology enables wireless access to the Internet. There
are four wireless domains at School:

Wi-FisiRETL G R BRI KRN AT8E. FRBEOEANTLLE :

a.

TIS is the principal Wi-Fi domain used by students, faculty
and staff. It enables a wireless connection to the same IT
resources that are accessible via a School desktop computer.
In other words, connecting to the network via TJS is the
wireless equivalent of logging into the School’s desktop
computers so a network username and password are
required for authentication.

TISHZE, BMMITBRAREANEEWI-Filg, BEE R UTLESE
FERNEERARER , AULBEITZENAEXITENHRXLERR. R
S, BETISEEIMEMYTEREZRENANITEN , RLFTEWN
FZR P EMBRLHITRIE,

TJS-console is used to connect devices (e.g., AppleTV, gaming
consoles) to the Internet where a username and password is
not required. Advance permission is required to use TJS-
console, which can be requested via the Service Desk
(helpdesk-it@tianjinjuilliard.onmicrosoft.com).

TISE&H A A T REE ( WAppleTV, XN ) EEBFTEERFEM
FBHOME, FATISEFHAZTESLAAE  TEIRSAES

(helpdesk-it@tianjinjuilliard.onmicrosoft.com).

TJS-Guest enables wireless access to the Internet by visitors
and guests. It does not facilitate access to Tianjin Juilliard
School internal IT resources. Note there is a 60-minute time
limit when accessing Wi-Fi via TJS-Guest, and email can only
be sent via Web-based applications. School personnel are not
permitted to connect to the Internet via the Guest network
using School devices while simultaneously connected to the
School network.

BETIS-Guest , HRATLIFRIEKRMN , {BF AJIREUKIZFRFL
ZBREAIITRR. HEE , BETIS-GuestihRIWi-Filt H605 £
PR , BBFERFREEBETETWebW R ARFKE. FBRAR
EEEIFHREMEN A EENEAFZFRREBZHEMNEEEZD
BHEXM,


mailto:it@tianjinjuilliard.onmicrosoft.com

2. Wireless Network Access from Public Facilities
ENHRIFPRE R Tok WM&

Public venues allowing unrestricted Wi-Fi access to carry enhanced
risk of information loss as they are prime locations for "sniffing"
wireless network traffic as well as other attacks. Whenever possible
users should access the Internet using Wi-Fi providers that require
authentication.
ATFFZREFAWI-FIEANALZRAEMNTEEERNXE , BRAFENR
RFTEMERENHMRENEEMR. REAR, AFNEIH

B B RWi-FilR M ih R BB,

3. Wireless Network Access from Home

TSR B T P 4%

As noted above, users may access the IT network remotely via
remote access solution using a wireless router and modem.
However, users’ wireless protocol that uses strong encryption

such as WPA2, the current industry standard.

Questions regarding the type of encryption used in a specific home
environment should be directed to the IT Department.

W LR , AT BARIE 68 F Fo 4k B% i 25 A 8 5 B2 8 2R Y IR AR 1 1R R IR 05 SR
BUBRITRSG, R, APETEIUERTRMEZBRR , B A TILRE
WPA2,

BXRERERERERAERAMBRENEE , FEWITE o

E. Public Cloud and File Hosting Services

NHERR X EFRS

Cloud-based applications that store information are ubiquitous and
their use is sometimes not an option if a particular capability or
software is required. However, hosting Tianjin Juilliard data off-
premises carries information security risks. Therefore, coordination
with the IT Department is required prior to establishing a contract with
a cloud-hosted solution where Juilliard information will be stored.

EToHNEE#EFNRABRFELTE  NRFTERENDERRYS , NEN R
REAXENARERF. AT  EREEERERFALBFESFTRERLZERK.
b, EEEHEALEENSREBRAREYSRZE , FEEITEHIIRTH



At a minimum, any public cloud-based service or application used by the
School to store and/or process School information should employ the
following security controls, noting additional controls may be warranted
depending on the assessed risk to the School as determined by the IT
Department:

FHRATEEN/SLEZREENTAETENARBRSINAEFELNEXA
UTZeE2FBE. BIE , BEITHTRENNZEN TGN , TEFEEXR
EMIMEHIHEE
e Strong encryption to store and transmit information
RN NERER
e Appropriately segregated School information from information
belonging to other public cloud clients
EYNERERSETHAARREFIRNER DI
e Multi-factor authentication to access School information
KAZRERIELHRIZERER
e Appropriate password complexity

RAREEREENRD

File hosting services that are pre-approved for Tianjin Juilliard School-
related information include One Drive (Office 365). Users should query
the IT Department regarding the appropriate use of these services.

R T REFFL AR E RN XHEE RS 2FEOne Drive
( Office 365 ) » AP M EITER THARIAEXRSH S ERER.

Mobile Devices

BHiRE

Mobile devices such as smart phones and tablets are highly portable
computers. These devices pose enhanced risk precisely because of their
ease of use, portability, processing power and the information they can
store and/or Multi-factor authentication access.

The Tianjin Juilliard School staff who utilizes mobile phones that are
configured to receive School email should coordinate with the IT
Department regarding the information security risks. Such devices must
be password protected, and any such device that is believed to be lost or
stolen should be reported to the IT Department immediately. To the
extent practically possible, in the event a mobile device is believed to be
lost, stolen or wrongfully accessed, the IT Department may decide to
wipe the mobile device in full or in part. The wiping of mobile devices
may delete any personal identifiable information on the device. The users
of the mobile device shall be responsible for backing up data on the
device on data hosting solution approved by The Tianjin Juilliard School.
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. Social Media

R R

Social media offer tremendous opportunities to network and engage in
social interaction. They also pose significant risks to IT users and the
School. Although activity is allowed on social media sites during work
hours, School employees are expected to limit their activity on these
sites so that their work is not impacted and to use such resources
judiciously.

HRBEBNEYNENSEHLEHRUETTRILS , BRESRITRARNZER
WRTEARR., BRATENBRNATFELREEML EES , BFREATIN

BR A AR S SE B AR S0 T4 | (2Bt R B %5 #tb 58 A AR X B

As always, School personnel should behave professionally and exercise
good judgment whenever using an on-line resource including social
media. Importantly, School personnel must never post School
information on a social media site nor comment on non-public work-
related matters. If member of the Juilliard community discovers malicious
content and/or inappropriate postings regarding the School or School
personnel, they should report such activity immediately to the General
Counsel.

MNEE % FRARECASEEXEFEANELTREN , MZRAEE
WTHMRIFHIMT D, EENR , FREARTEEEREEMIE ERHZRE
B, R ERNETFEAXNFELAZTFTEARITL, URFALKXARIAXRTZ
BRZERARNBEABTN/HF RSN T , M AEES BRREHIETED,

School personnel are encouraged to employ basic security precautions
when using social media such as password protection, avoiding social
media platforms’ default privacy and security settings and being attuned
to social engineering attempts such as phishing.
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HRXBEEFENRABANZLRE , HENMENESCERRTHLTREF
WEITT .

School personnel are also encouraged to contact the IT Department with
questions or concerns about the risks associated with social media.

F B th S 2 A B AL AR K KB BY FLE M BUE S I TER 2 TER R,

Peer-to-Peer (P2P) Software
AR R (P2P) B

The School’s computing and telecommunications resources may not be
used for any type of P2P file sharing without pre-approval by the IT
Department in consultation with the General Counsel. In general, such
approvals will only be granted if the requestor specifies in writing that
the software is required to support specific academic or administrative
activities of the School.

AZITHERSES EEMELLE | TEER P BN E R ARETERSE
HHPPHEBSE, —MKE , AL EREUFPELARABERFTERMHX
FERBEFAFITBUR N , TR T UL E,

Permission to use P2P software may be revoked by the IT Department
based on service abuse, network performance degradation, or use in
support of the specificacademic or administrative activities noted above.

ERAPPRUHMNF A AIRLBITHIETRSEA., NEMRTRIATX
FLERBEFRFITBOE FRE MHEH.

Library (“the Library”)
EHBIE (PR

The Library computer network proves access to JUILCAT, The Juilliard
School online library catalogue, as well as to numerous electronic
resources. The majority of the computers in the Library are reserved for
reference and research purposes only. There are computers at the
Library reference room designated for web browsing. There is a twenty-
minute per-session time limit on these machines. Other networked
computers in the Library may not be used for web browsing or email
apart from laptops.

BEEABETENNETABRJIUILCAT, XL FRELEBEESR , U
REZHEFHEF. BHEANASHITENHENSENRRENTIR. BFH
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J. Technology Resource Lab (TRL)
RARRFEE®E (TRL

The Technology Resource Lab is a School resource that is managed by
the IT Department and provides academic computing resources. The
TRL maintains Windows and Apple machines for general use as well as
specialized applications to support academic and performance-related
programs. Only current Tianjin Juilliard School faculty, staff and
students are permitted to use the computing resources in the TRL.

BRARBRKXBERITEIEE , REEZAITERR. TRLEFHRNERD
BRARERTLNAREREF , AXBERMELHEXRTE, BRIRABREEF
TEBRHIM, THRARMFEETUERATRLANITERIR,

All terms specified in the Policy apply to the computing resources in the
TRL. In particular, installation of software on TRL machines is not
allowed. TRL computer usage may be restricted if a user’s conduct on-
line is considered inappropriate. Tianjin Juilliard School may in its sole
discretion terminate a TRL account if a user has violated the Policy.

ABEFRFRNFAARESER TTRLANITER R, BINEEIENRE , F
ATFETRLUEE LRERM4. MRAFHELTAIRINAIRTELSN , WH
TRLITEHIMNERATAESZIRE, WRAFBRABE , KEFRFL S A
BITRELLETRLKF,

Printing resources are also available through a Print Accounting
system where each student is granted an initial allowance. Students
who exhaust their initial printing allocation are charged for additional
pages.

TERFEAABIITENEUREHE , SN FEEHFREBONRER. &

FISTHIATT ENECERAY 2 A R S B ER 2 A o

Travel Security

AT R4

Protecting School information while traveling has specific challenges depending
on the destination, business purpose and the traveler. Since travelers are not
located in environments controlled by the School, physical vulnerabilities
contribute to the risk of information loss. In addition, traveling providing
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numerous opportunities for devices and/or documents to be lost or stolen. The
following are information security procedures that should be followed when
traveling:

RE A, WSERNRTERR , ERTEHMRP ZRESHIGRERREE. BTRIT
ETEZREHNRES  WELNRSESENESZRORK. WA, RITHIR
BN ERSRERMET KEN S, UATRRITHNEFTHEERLRE !

e Physically secure all documents and portable electronic devices that
contain School information at all times. If these are not under your personal
control, they should be secured in a locked container and/or within a locked
room if it is possible and practical to do so.

NELEXEREFEENMEXHNEEBFREHITERRF . WRXLEYH
FELENDAEZEF T , INHHEZEFTHE LB R/P N/ FNERN
(WRAEERTIT ) o

e Encrypt portable flash memory drives and School devices whenever possible.
RN BEEXNNEFRZFNZRRZHITNE,

e Password-protect all mobile devices containing School information.
WNAESEFREENBHREH#ITHBRT.

¢ Never leave mobile devices containing School information unattended for
extended periods. Always lock such mobile devices when not in use.
FEULHBEFREENBIRRERKMNELTEAZTFRS. EFREALERDIER
Z0, HRAH T,

e Avoid using public Wi-Fi hotspots that are from unknown sources. When the

use is must, use the School provided Cisco AnyConnect software to protect
the date and device, if applicable.

BEEARFEFANQARW-FRR, SSXTEARRN , ERAZFREMHMCisco
AnyConnectf AR BB ( EH ) -
e Ensure conversations about sensitive matters cannot be unintentionally

overheard in public places and pay particular attention to the loudness of
your voice while speaking on a mobile phone in public.

BRASEAHGATEFRTIEXBRBNMNKE , BELHGAERARS S
EIHFRDEEFE KD,
e Report lost or stolen documents or electronic devices containing

School information immediately to the General Counsel and the IT
Department.

NEEEFREENBEFRERAIME , WA BEIEES S EMITER]
|Eo

Information Security Education, Training and Threat Awareness

BREEHE. B LB RS



Compliance with the Policy is the responsibility of every School employee or
third party with access to School information or School devices. Comprehensive
security controls are essential to an effective information security strategy and
information security training, education and threat awareness is a significant
security control.

EBFEABRRRENFREADLRZREEIREE=ZFUNAENTE. 2ENRE
BEHNEYNEERZERKEXRTE , FEREEI, HENRMEREFE-ME
ENRERHERE.

To that end, the IT Department leverages a number of methods to ensure IT
users are aware of current information security threats and are able to learn
about information security best practices. For example, security alerts and
updates on immediate threats or other information security-related issues are
posted on MyHub Tianjin Juilliard, electronic bulletin boards and/or are sent
via e-mail. School personnel and IT users should pay close attention to such
alerts.

A ITEHIRAZREEBRRITAF TRYINFENEERSR , HEB THRERR
SREME. fln, XTFARBHREMEEZEHARAEN RS ERNETHELAME
MyHub Tianjin Juilliard £ , BFAEREFMES B FER4RE. FRARMTHPNE
VIESES A 51

The IT Department periodically provides training or gives talks on security-
related issues. Everyone in the Juilliard community is encouraged to attend,
participate, and inform colleagues who are not in attendance. In addition,
suggestions on future topics are always welcome.

ITERRIEHRHAB VN RR L S AR BRBATHE, BISMEFALAHAEXRS N,
EABMARHENES, i, BRIOXEFRAE AR ARKYBGER HEW.

Security awareness campaigns are also conducted throughout the year.

2L EEFRRLBIRELED,

In addition, the IT Department posts relevant security information on
Hub.tianjinjuilliard.edu.cn, which covers topics related to information security
at work and at home. Links to helpful information related to information
security are also posted on this site.

AL | ITEBII4EHub tianjinjuilliard.edu.cn E R XL LER , ARH R TEMKREF
NEELE, EEELXLEXEAGENEELRAE LARMIL £,

Finally, School personnel who notice unusual and/or suspicious activity while
logged into the School network, click on a suspicious link, and/or suspect a



machine is compromised, should report these issues immediately to the Service
Desk

(helpdesk-it@TianjinJuilliard.onmicrosoft.com) or another IT Department
representative.

B, IRFHRAREBRFRMEN KNS EN/RTEES , [ 7 AEEERE , /5
MERRZ ZEIIR | M EIE RS & (helpdesk-it@TianjinJuilliard.onmicrosoft.com) =k &
HATEI T RBRE X L EE,

Applicable Laws
ERER

PRC laws, regulations and other normative documents shall be strictly observed at all
times. In the event of a conflict between the Policy and the applicable PRC laws,
regulations or other normative documents, the law, regulation or normative documents
will prevail, such as China Cyber Security Law.

AT HETHEARKMEER, FAMEMEATEX S, UARKSERTEEE,
EAREMABEXRERR , WAEENE , W (FERKZREE) .

Amendment to the Policy

BURHHMZRX

The Tianjin Juilliard School reserves the right to amend these policies from time to time
as may be necessary. The updated version of the Policy would be posted on website. All
School personnel shall visit the link from time to time to ensure he or she understands
the most updated School policies in terms of information security and governance.

REFALZRERERBEFEZTHERARBERNNF, RNBRNRIRAFELHEN
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